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Disclaimer

IBM's statements regarding its plans, directions, and intent are subject to change or withdrawal without notice 
at IBM's sole discretion. Information regarding potential future products is intended to outline our general 
product direction and it should not be relied on in making a purchasing decision. The information mentioned 
regarding potential future products is not a commitment, promise, or legal obligation to deliver any material, 
code, or functionality. The development, release, and timing of any future features or functionality described for 
our products remains at our sole discretion.

IBM reserves the right to change product specifications and offerings at any time without notice. This 
publication could include technical inaccuracies or typographical errors. References herein to IBM products 
and services do not imply that IBM intends to make them available in all countries.
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Previous Expert Talks related to containerization

Why to containerize Spectrum Scale?
• Episode 3: Spectrum Scale Strategy Update
• https://www.spectrumscaleug.org/event/ssugdigital-

spectrum-scale-expert-talk-strategy-update/

How to access Spectrum Scale from your containerized 
applications?
• Episode 6: Persistent Storage for Kubernetes and 

OpenShift environments
• https://www.spectrumscaleug.org/event/ssugdigital-

persistent-storage-for-containers-with-spectrum-scale/

Use case
• Episode 8: Scalable multi-node training for AI workloads 

on NVIDIA DGX, Red Hat OpenShift and IBM Spectrum 
Scale

• https://www.spectrumscaleug.org/event/ssugdigital-multi-
node-training-for-ai-workloads/

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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What is IBM Spectrum Scale 
Container Native Storage 
access?

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation

11

IBM Spectrum Scale Container Native 
Storage Access (CNSA) supports the Red 
Hat OpenShift Container Platform with a fully 
containerized deployment.

This allows deployment of IBM Spectrum 
Scale on Red Hat CoreOS worker nodes 
where classic packages cannot be installed.



Why would I want CNSA?

- Brings scalability and performance of Spectrum 
Scale to your containerized workloads

- Integrates OpenShift in your data intensive 
workflows

- Greatly simplifies the end management of the 
Spectrum Scale cluster by use of our operator 
and its controllers

- Supports architectures X/P/Z

- Note: Try it out! The DAE or DME version of 
Spectrum Scale Container Native storage 
access is available to current users (free of 
charge)

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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IBM Storage 
Enabler for 
Containers

Allows Spectrum Scale 
to be used as persistent 

volumes for stateful 
application running in 

Kubernetes / OpenShift 
clusters

Container Storage 
Interface

Replaces earlier plugins 
with a simplified set of 

specifications for 
storage systems

Container Native 
Spectrum Scale

Extends Spectrum 
Scale’s global 

namespace into 
Kubernetes and 

OpenShift clusters; 
Scale client on 

OpenShift worker 
nodes/ CoreOS

Containerized 
Spectrum Scale 

Client

Spectrum Scale Erasure 
Code Edition (ECE) in 

OpenShift clusters;
AFM-cache, AFM-S3;

Utilizes container 
storage with erasure 
coding for durability

Containerized 
Access / Advanced 

Features

Containerizing Data 
access protocol (S3, 

NFS, SMB, HDFS) and 
Full Active File 

Management w/ 
Disaster Recovery 

(AFM-DR); Extending 
container use cases

2018 2019 2020 Futures

Spectrum Scale Containerization Journey

13

Client / Global 
Namespace

Storage Cluster Protocols & 
Advanced Features

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
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Cluster Overview

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
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Scale CSI 
Plugin

App App

Scale CSI 
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App App

App
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Scale
Scale + CSI 
Operators

Scale + CSI 
Operators

Scale + CSI 
Operators

Cross Cluster Mount

Spectrum Scale in a container + CSI Existing Spectrum Scale storage cluster
(non-containerized)

Scale GUI 
(rest api)

Scale perf
sensors

Scale health 
monitor

Scale perf
collector

Scale perf
sensors

Scale health 
monitor

Scale perf
sensors

Scale health 
monitor

worker node worker node

worker node

Scale CoreScale CoreScale Core Scale

Spectrum Scale – storage 
cluster

Linux Linux

Bi-directional data flow between 
application container and 

storage cluster



GA Version Architecture Scale level OCP level K8s level RHEL Ubuntu

12/10/2019 CSI 1.0.0 x86 5.0.4.1+ 4.2
1.13, 1.14 1.15. 1.16. 

1.17 7.5, 7.6, 7.7 N/A
3/25/2020 CSI 1.1.0 x86 5.0.4.1+ 4.2, 4.3, 1.14, 1.15, 1.16, 1.17 7.5, 7.6, 7.7 N/A
6/30/2020 CSI 2.0.0 x86 5.0.4.1+ 4.3, 4.4, 4.5 1.16, 1.17, 1.18 7.5, 7.6, 7.7 18.04 via RPQ
11/13/2020 CSI 2.1.0 x86, ppc64le 5.0.4.1+ 4.5, 4.6 1.18, 1.19 7.7, 7.8 20.04 (req 5.1.0.x)

12/10/2020 CNSA 5.1.0-1
+  CSI 2.1.0 x86, ppc64le, s390 5.1.0-1 4.5, 4.6 NA N/A N/A

3/18/2021 CNSA 5.1.0-3 
+ CSI 2.1.0 x86, ppc64le, s390 5.1.0-3 4.5, 4.6 NA N/A N/A

4/23/2021 CSI 2.2.0 x86, ppc64le 5.1.0-1+ 4.6, 4.7 1.19, 1.20 7.7, 7.8, 7.9 20.04 (x86)

4/23/2021
CNSA 5.1.0-3 

+ CSI 2.2.0 x86, ppc64le, s390 5.1.0-3 4.6, 4.7 NA N/A N/A

6/21/2021
CNSA 5.1.1.1 

+ CSI 2.2.0 x86, ppc64le, s390 5.1.1.1 4.6, 4.7 NA N/A N/A

*CSI and CNSA customers are expected to keep up to date for the latest fixes

CNSA/CSI Compatibility Matrix

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Refer to section 17 of the Spectrum Scale FAQ for current interop tables

https://www.ibm.com/docs/en/STXKQY/gpfsclustersfaq.html


How does Operator simplify 
things?

- Operator ensures state via its controllers and 
their control (reconcile) loops.

- Each controller has a declarative state, the 
desired state it aims to achieve

Remote Mount Controller

Uses the information 
defined by the user in the 
ScaleCluster Custom 
Resource file to mount an 
IBM Spectrum Scale 
remote filesystem to the 
CNSA cluster

This is done using the GUI 
API on both the local 
CNSA GUI and Remote 
GUI

Call Home Controller

Responsible for 
configuring call home

Monitors the CNSA 
cluster and sends 
alerts and events to 
IBM support

ScaleCluster Controller

Creates all the resources necessary to deploy the 
Scale, GUI, and pmcollector pods

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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What’s new in CNSA v5.1.1.1

Support for upgrading 
IBM Spectrum Scale 
Container Native 
Storage Access 
(CNSA) to v5.1.1.1.

IBM Spectrum Scale 
Container Native 
Storage Access (DAE, 
DME) images are now 
hosted on the entitled 
IBM Cloud Container 
Registry.

GitHub will be used to 
host the YAML 
manifest files required 
for IBM Spectrum 
Scale Container Native 
Storage Access 
installation, replacing 
FixCentral.

Support for a Spectrum 
Scale specific must-
gather image that 
facilitates the collection 
of a gpfs.snap and 
relevant Kubernetes 
diagnostic logs.

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Where are all the images in the ScaleCluster
Custom Resource?

That’s the operator’s job now.

Based on the edition (DME, DAE) selected in the license field 
of the ScaleCluster Custom Resource, the respective IBM 
Cloud Container Registry images will be used for 
deployment.

What happened to 
the OpenShift 
Internal Image 
Registry steps?

Now that our images are 
hosted by IBM Cloud 
Container Registry, there 
is no need to configure an 
OpenShift Internal Image 
Registry.

What happened to all 
the yaml files for 
deployment?

We’ve condensed them 
into a single yaml file.

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Notable Changes in 5.1.1.1
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Goodbye, Fix Central
IBM Cloud Container Registry + Public GitHub



Log into the IBM 
Container software 

library with the IBMid
and password that is 
associated with the 

entitled software

Click
Get entitlement key

Save the key to a 
secure location. This 
key will be used to 
configure your IBM 

Spectrum Scale 
Container Native 
storage access 

deployment

After receiving an entitlement key, follow the IBM Spectrum Scale Container Native documentation for the release 
you are wanting to install or upgrade

https://www.ibm.com/docs/en/scalecontainernative

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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IBM Cloud Container Registry
Get entitlement key
https://myibm.ibm.com/products-services/containerlibrary

Use your IBMid to login to MyIBM. However, 
your username to access cp.icr.io images will 
be cp

https://www.ibm.com/docs/en/scalecontainernative
https://myibm.ibm.com/products-services/containerlibrary


• https://github.com/IBM/ibm-spectrum-scale-container-native

• Contains manifests needed to deploy CNSA and MCO files needed to configure OpenShift for CNSA.

• Fix Central no longer will host CNSA tar archives containing these manifests and MCO files.

• End users need not directly know about this repo. CNSA documentation utilizes links to files in this repo to 
facilitate installation.

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Public CNSA GitHub Repository
Location and Contents

oc create -f https://raw.githubusercontent.com/IBM/ibm-spectrum-scale-container-
native/v5.1.1.1/generated/installer/ibm-spectrum-scale-operator.yaml -n ibm-spectrum-scale-ns

Example inline GitHub link for operator deployment

https://github.com/IBM/ibm-spectrum-scale-container-native


IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Public CNSA GitHub Repository
Location and Contents



A short demo…

– Get our entitlement key from MyIBM for IBM 
Cloud Container Registry

– Update global pull secret

– Create CA Cert

– Create Storage Cluster GUI secret

– Deploy operator using IBM Cloud Container 
Registry image

– Deploy CNSA using IBM Cloud Container 
Registry images

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Looking forward Better User Experience

- Integrated deployment of CNSA and CSI

- Operator Lifecycle Manager

- Simplified deployment of CNSA operator

- Rolling Upgrade

IBM Spectrum Scale / Spectrum Scale User Group – IBM Spectrum Scale Container Native storage access  / © 2021 IBM 
Corporation
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Containerized Storage
- AFM

- ECE

Containerization of existing Spectrum Scale 
functionality

- Encryption

- Multiple filesystem, multiple remote cluster 
support

- Protocols (S3, SMB, NFS, HDFS)

Vanilla k8s support
Support for Public Clouds

Support for Edge Computing



IBM Spectrum Scale
CNSA Field Lessons Learned

Harald Seipp
Senior Technical Staff Member
IBM Systems EMEA Storage Competence Center



l Architecture/Planning
- Accessing vs. owning cluster
- Resilience
- Versions

- Firewalls
- Infra nodes / Control Plane nodes

- Image Registry
- DNS

l Installation
- Firewalls
- File System Naming
- Accessing vs Owning cluster in k8s 

resources

IBM Spectrum Scale / Spectrum Scale User Group – CNSA Field Lessons Learned  / © 2021 IBM Corporation

Agenda

l Operation
- Namespaces
- Default Storage Class
- Small PVs

l Troubleshooting
- CNSA Operator and ScaleCluster resource
- CSI Operator and scale-csi pod

- Log collection



Architecture
Planning



Spectrum Scale Container Native Storage Access (CNSA) 
on OpenShift
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l Data replication is handled on 
application level
- The stateful application 

replicates the data 
between sites

l Storage is separate on each of 
the sites

Container native Spectrum Scale on OpenShift
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l Storage is replicated between the 
sites
- Stretched cluster with near-

zero RPO
- AFM for long distance

l Application might handle failover 
- using a shared lock on data

l Alternatively manual failover
- Re-create PV definitions and 

application context on 
secondary site

- Scale up application at 
failover

l Future: automation

Container native Spectrum Scale on OpenShift
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l CNSA is at 5.1.0.3, CSI at 2.2.0, 
the Storage Cluster is at 5.1.1.x

l Volume Creation from Snapshot 
does not work?
- Do not forget

mmchconfig release=LATEST
on the storage cluster
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l Firewall in-between 
Accessing and Owning 
cluster needs thorough 
planning
- Have all required 

ports opened in both
directions

- Set the ephemeral 
port range on both
clusters

- Set ephemeral ports 
to the same range

l Symptom when not 
configured correctly: 
mmlsmount
command on the CNSA 
cluster fails (timeout) 
although mount is present

OpenSh
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l Firewall in-between cluster 
nodes
- Seen on an RHOSP-based 

OpenShift installation

l Watch out for port 12345!

l For additional ports see 
documentation
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l Infra nodes in OpenShift are 
workers with a special label (and 
license)

l It is allowed to deploy Spectrum 
Scale CNSA and CSI to these 
nodes!

OpenShift
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Label the CNSA nodes with
app.kubernetes.io/component: "scale"
and then use exactly that node selector in the 
ScaleCluster Custom Resource (CR):
spec:
nodeSelector:
app.kubernetes.io/component: "scale"

Reference: https://www.openshift.com/learn/sizing-subscription-guide

Spectrum Scale - Compute Cluster

https://www.openshift.com/learn/sizing-subscription-guide


l Example: Minimum 3-node 
OpenShift deployment with 
“Stacked master/workers”

l Not yet supported by Scale 
CNSA/CSI

Control Plane Nodes?
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l External registry
¾ Internet public registries

l Docker.io pull limit!
l “Internet-only” with all images through 

IBM Container Registry new in 5.1.1.1

¾ Private registry on internal network 
(Quay Enterprise , JFrog Artifactory, …)
l for air-gapped installations
l Ensure all containers (including postgres, 

ubi-minimal) are accessible

l Internal registry
¾ Using external Object, NFS or CSI 

storage
¾ Using emptyDir (don’t do this!)

l Ephemeral temporary directory on a single 
machine à no HA

Image Registry

External Registry
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l Ensure your Storage Cluster nodes 
can be forward- and backward DNS 
resolved
¾ Work-around is using 

hostAliases
within ScaleCluster CR

l Ensure consistency between 
Kubernetes node names and DNS 
entries
¾ Work-around is using node 

mapping in CSI driver 
configuration

DNS
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Installation



l How to set the ephemeral 
port range on the CNSA 
cluster?

¾ Add
tscCmdPortRange=60000-61000
to scale-profile.yaml
at CNSA installation time
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l CNSA – ScaleCluster CR 
holds a “descriptive name” 
for the Owning cluster 
within the 
storageCluster
field, mountPoint is the 
Accessing cluster one

l CSI – CSIScaleOperator
CR holds one entry for the 
Accessing cluster and 
another one for the Owning 
Cluster

l CSI Storage Class – needs 
to have clusterId
of Owning cluster for 
fileset-based volumes
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Accessing vs. Owning  Cluster in k8s resources
Accessing Cluster
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ScaleCluster CR:

CSIScaleOperator CR:
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l Note: These Helm charts 
are not supported by the 
IBM Spectrum Scale 
CNSA nor CSI offerings 
and are outside the scope 
of the IBM PMR process.

l All CNSA and CSI 
configuration in one place 
(config.yaml)

l Only need to specify
¾ File system name
¾ GUI hostnames
¾ Owning cluster ID
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Installation simplification through Helm chart

Reference: https://github.com/IBM/ibm-spectrum-scale-container-native-helm
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l BAU on Storage/Owning 
Cluster

l On Accessing CNSA 
Cluster file system name 
must comply with DNS 
label names (RFC1123)

¾ No underscore! _ 
¾ You can specify a different 

file system name for the 
Accessing cluster within 
the ScaleCluster
CR (here: fs1)
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Operation



l Avoid scheduling PVCs to
¾ Default
¾ openshift-
¾ CNSA and CSI 

namespaces
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l Many workloads and 
templates do not have an 
option to specify the 
storage class

¾ Set a default storage 
class to get started 
quickly
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Default Storage Class

storageclass.kubernetes.io/is-default-class
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l Some workloads might 
want to provision PVs as 
small as 1MiB

¾ Might be below the FS 
block size

¾ Quota will not be below 
the FS block size
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Troubleshooting



l The high-level logs are 
provided by the 
ScaleCluster CR

l Watch the Operator logs 
for the REST API 
commands

l In case the scale-core
pods should not come up, 
have a look at the config
init container!
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l The CSI Operator 
watches for Custom 
Resource changes and 
applies them via Ansible 
playbooks

l The scale-csi Pods 
(container ibm-spectrum-
scale-csi) perform the 
“heavy lifting” OpenShift
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CSI Operator and scale-csi Pods
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l New data collection for 
CNSA 5.1.1.1 integrates 
with oc adm must-gather

l Script spectrum-scale-
driver-snap.sh
for CSI driver data 
collection
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l Spectrum Scale CNSA is a 
perfect match for OpenShift 
container environments 
featuring

¾ Operator-driven automated 
installation, operation and 
storage provisioning

¾ Virtually unlimited throughput
¾ Exabyte scalability
¾ Single namespace eliminating 

data silos
¾ Flexible hardware- and 

software-based Storage Cluster 
options

¾ Multicloud readiness

l Talk to your IBM sales contact 
for an RPQ or write to 
scale@us.ibm.com

OpenShift
Control 
Plane 
nodes

OpenShift Worker node OpenShift Worker node

OpenShift Worker node

APP APP APP APP

APP APP

Scale Core Scale CSI Scale Core Scale CSI

Scale Perf
Collector

Scale Perf
Collector

Scale GUI
(REST API)

Scale Core Scale CSI

Scale CSI
attacher

Scale CSI
provisioner

Scale CSI
Operator

Scale 
Operator

Spectrum Scale - Compute Cluster
OpenShift Cluster

Red Hat CoreOS Red Hat CoreOS Red Hat CoreOS

IBM Spectrum Scale Storage cluster
Could be Physical, Virtual or ESS

(non-containerized)

Cross 
filesystem

cluster 
mount

Linux Linux Linux

Scale GUI

Scale CES
(optional)

Scale (NSD)

Scale GUI

Scale CES
(optional)

Scale (NSD)

Scale CES
(optional)

Scale (NSD)

Call to action

Spectrum Scale - Storage Cluster



Spectrum Scale
Log your RFE!
https://www.ibm.com/developerworks/rfe/execute?use_case=productsList

https://www.ibm.com/developerworks/rfe/execute?use_case=productsList


Check	https://www.spectrumscaleug.org/experttalks
for	charts,	show	notes	and	upcoming	talks

• Past	talks:
– 001:	What	is	new	in	Spectrum	Scale	5.0.5?
– 002:	Best	practices	for	building	a	stretched	cluster
– 003:	Strategy	update
– 004:	Update	on	performance	enhancements	in	Spectrum	Scale

(file	create,	MMAP,	direct	IO,	ESS	5000)
– 005:	Update	on	functional	enhancements	in	Spectrum	Scale

(inode	management,	vCPU	scaling,	NUMA	considerations)
– 006:	Persistent	Storage	for	Kubernetes	and	OpenShift	environments
– 007:	Manage	the	lifecycle	of	your	files	using	the	policy	engine
– 008:	Multi-node	scaling	of	AI	workloads	using	Nvidia	DGX,	OpenShift	and	Spectrum	Scale
– 009:	Continental:	Deep	Thought	– An	AI	Project	for	Autonomous	Driving	Development
– 010:	Data	Accelerator	for	Analytics	and	AI	(DAAA)
– 011:	What	is	new	in	Spectrum	Scale	5.1.0?
– 012:	Lenovo	- Spectrum	Scale	and	NVMe	Storage	
– 013:Event	driven	data	management	and	security	using	Spectrum	Scale	Clustered	Watch	Folder	and	File	Audit	Logging
– 014:	What	is	new	in	Spectrum	Scale	5.1.1?

• Today:
– June	29:	IBM	Spectrum	Scale	Container	Native	Storage	Access

https://www.spectrumscaleug.org/experttalks


Spectrum ScaleThank you!
Please help us to improve Spectrum Scale with your feedback
• If you get a survey in email or a popup from the GUI, 

please respond
• We read every single reply

Spectrum Scale 
User Group

The Spectrum Scale (GPFS) User Group is 
free to join and open to all using, interested in 
using or integrating IBM Spectrum Scale.

The format of the group is as a web 
community with events held during the year, 
hosted by our members or by IBM.

See our web page for upcoming events and 
presentations of past events. Join our 
conversation via mail and Slack.

www.spectrumscaleug.org

http://www.spectrumscaleug.org/


Spectrum ScaleSpectrum Scale Developer 
Edition! Fully functional!

– Based on first PTF of a release

– Derived from Data Management Edition (DME)

– Limited to 12 TBs: 
enough for a small test cluster

– Available from the Scale ”try and buy” page on 
ibm.com

Free for non-production use, e.g. test, 
learning, upgrade prep…

– If you have to ask, it’s probably not permitted

Not formally supported



Spectrum Scale

q Evaluate new IBM HW or SW in your 
environment.

q Validate procedures and interoperability with 
other products in your enterprise. 

q Opportunity to Influence Product Design
q Early Enablement and education
q Strengthen Partnership with IBM

Customer Success Talk to your IBM contact or Partner to be nominated!

Spectrum Scale Early Programs 



Spectrum ScaleSpectrum Scale on GitHub!
https://github.com/IBM/SpectrumScaleTools

Find open source tools that are 
related with IBM Spectrum Scale. 

Unless stated otherwise, the tools 
compiled in this list come with no 
warranty of any kind from IBM.

https://github.com/IBM/SpectrumScaleTools


Spectrum ScaleCheck out the FAQ!
https://www.ibm.com/support/knowledgecenter/en/STXKQY/gpfsclustersfaq.html
https://www.ibm.com/support/knowledgecenter/STXKQY/gpfsclustersfaq.pdf?view=kc
https://www.ibm.com/support/knowledgecenter/SSYSP8/gnrfaq.html

HTML or PDF

Spectrum Scale version 
compatibility with OS or 
kernels

Updated regularly!

https://www.ibm.com/support/knowledgecenter/en/STXKQY/gpfsclustersfaq.html
https://www.ibm.com/support/knowledgecenter/STXKQY/gpfsclustersfaq.pdf?view=kc
https://www.ibm.com/support/knowledgecenter/SSYSP8/gnrfaq.html

